IT Security and Risk Management
Q.1: GlobalTech Solutions is a mid-sized IT firm providing cloud-based services to clients across different industries. Recently, the company faced a major disruption when an intruder physically accessed its server room and damaged network equipment, resulting in the loss of critical client data and the temporary shutdown of services. Upon investigation, it was revealed that there was no biometric access control to the server room, and the communication lines were unprotected. Additionally, a power failure due to a thunderstorm caused system crashes and corrupted ongoing project files. The IT security audit revealed the following vulnerabilities:
- Physical vulnerabilities due to a lack of secure server access
- Natural vulnerabilities due to inadequate power backup systems
- Communication vulnerabilities from unprotected lines
- Improper password practices among employees
As the head of IT Risk Management, you have been asked to assess the situation and suggest appropriate countermeasures to strengthen the company's overall security posture.
Question: Based on the above scenario, identify and explain at least three key vulnerabilities present in the organization. Propose specific countermeasures to address each of these vulnerabilities.
Answer:
Introduction:
GlobalTech Solutions, a mid-sized IT firm, recently faced a major security disruption that exposed multiple weaknesses in its system. The incident highlighted that security is not just about protecting data from hackers online but also about securing physical infrastructure, communication lines, and employee practices. In this case, an intruder gained access to the server room and damaged critical equipment, leading to data loss and service shutdown. Additionally, the company suffered from a power outage caused by a thunderstorm, which further corrupted project files due to the absence of reliable backup systems. The IT security audit also revealed gaps such as lack of biometric access control, unprotected communication lines, and poor password practices among staff.
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Q.2: XYZ Corp is a mid-sized e-commerce company that sells electronics and gadgets online. On the day of a major festive sale, its website suddenly became unresponsive. Customers were unable to access product pages, add items to the cart, or complete purchases. The IT team investigated and found that the company’s web server was being flooded with an unusually high number of requests from multiple IP addresses, overwhelming the system’s capacity and causing a complete outage for several hours. This led to huge financial losses and a tarnished reputation among customers. What type of cyberattack has XYZ Corp likely experienced, and what could be the possible ways to mitigate such attacks in the future?
Answer:
Introduction:
In the fast-paced digital economy, online businesses rely heavily on the uninterrupted availability of their websites. For e-commerce platforms, especially during major events such as festive sales, the reliability and performance of their online systems directly affect revenue, customer satisfaction, and long-term reputation. In the case of XYZ Corp, a mid-sized e-commerce company specializing in electronics and gadgets, the sudden unresponsiveness of its website during a key festive sale resulted in significant disruptions. Customers were unable to browse products, add items to their carts, or complete purchases. Investigations revealed that this was not merely due to a natural traffic surge but rather the result of the company’s servers being deliberately flooded with a massive number of requests from multiple IP addresses. The attack overwhelmed the system’s capacity and caused several hours of downtime.

Q.3 (A): XYZ Corp is a mid-sized software development company that handles sensitive customer data for several financial institutions. Recently, the management became increasingly concerned about their network security due to a growing number of cyber threats in the industry. To evaluate the strength of their cybersecurity measures, the company decides to perform penetration testing. They hire a third-party consulting firm to conduct the test, ensuring the testing team has no prior knowledge of their internal security architecture. The management grants full permission for the testing in a controlled environment, restricting any activity that might lead to system damage or data corruption. During the testing process, the team simulates attacks such as war dialing, sniffing, social engineering, and even attempts to extract information via dumpster diving. During this exercise, the testing team discovers a few outdated security patches and weak password protocols across multiple user accounts. They prepare a report that outlines all vulnerabilities found without performing any destructive exploitation. Based on this scenario, explain why proper planning and authorization are critical components of penetration testing and how XYZ Corp benefited from using third-party professionals for this activity.
Answer:
Introduction:
Penetration testing is a crucial part of cybersecurity that helps organizations find weaknesses in their systems before hackers do. It involves simulating real-world cyberattacks to test how secure a company’s networks, applications, and processes really are. For XYZ Corp, a software development company handling sensitive customer data for financial institutions, the stakes are especially high. Any security breach could lead to severe financial and reputational damage. By carrying out penetration testing, the company aimed to uncover hidden vulnerabilities. Proper planning and authorization ensured the process was safe, while engaging third-party experts added credibility and thoroughness to the exercise.

Q.3 (B): A tech startup has expanded quickly, hiring employees from different industries and countries. While the company has invested in modern security tools, incidents of accidental data leaks and policy violations are increasing. Leadership recognizes that technology alone is insufficient and wants to create a culture where security awareness, preparedness, and readiness are part of every employee’s routine, regardless of their role or background. Develop a strategic plan for embedding security awareness and preparedness into the daily workflows of a rapidly growing tech startup, where employees come from diverse backgrounds and have varying levels of security knowledge. How would you leverage the integration of people, process, and technology to foster a culture of continuous security improvement?
Answer:
Introduction:
In today’s digital age, technology startups often scale quickly, bringing in employees from diverse industries and cultural backgrounds. While this diversity drives innovation, it also introduces different levels of awareness about data security. Investing only in advanced security tools is not enough, as accidental leaks and policy violations usually stem from human error or lack of preparedness. To address this, the startup must embed security into everyday practices so that employees see it as part of their work culture rather than an extra task. Building such a culture requires a balanced integration of people, process, and technology.
